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ABSTRACT

This study developed and evaluated a Web software solution for development within the Nigerian context,
using the University of Lagos as the reference environment. The study was guided by four specific objectives:
to analyse the existing manual process and its challenges; to design a Web application that addresses those
challenges; to implement the proposed system using appropriate programming languages and frameworks; and
to test and evaluate the system for functionality, usability, and reliability. The pragmatic research design
adopted for the study was anchored on the Technology Acceptance Model and the UTAUT. A total of 70 users
were purposively selected for the usability evaluation, out of which 61 responses were found valid for
analysis. Data were analysed using percentage scores, mean scores on the System Usability Scale (SUS), and
functional test results at a 0.05 level of significance. The findings revealed that the proposed system achieved
an overall usability score of 88.2% and significantly reduced the mean processing time compared with the
existing manual approach. The study recommends the deployment of the system for full-scale adoption,

periodic maintenance, and sustained training of users so as to maximise its benefits.



TABLE OF CONTENTS

Title Page ....... [
Certification ....... i
Dedication ....... iii
Acknowledgement ....... iv
Abstract ....... %

Table of Contents ....... Vi
List of Tables ....... Vii

List of Figures ....... viii

CHAPTER ONE: INTRODUCTION ....... 1
1.1 Background to the Study ....... 1

1.2 Statement of the Problem ....... 4

1.3 Objectives of the Study ....... 7

1.4 Research Questions ....... 7

1.5 Research Hypotheses ....... 7

1.6 Significance of the Study ....... 8

1.7 Scope and Limitation of the Study ....... 11
1.8 Definition of Terms ....... 13

CHAPTER TWO: LITERATURE REVIEW ....... 14
2.1 Conceptual Review ....... 14

2.1.1 Concept of Development ....... 14

2.1.2 Concept of Vulnerability ....... 15

2.1.3 Concept of Scanning ....... 17

2.2 Theoretical Framework ....... 19

2.2.3 Protection Motivation Theory ....... 21

2.2.4 Systems Development Life Cycle ....... 23

2.3 Empirical Review ....... 24

2.3.1 Early Studies on development ....... 24

2.3.2 Recent Nigerian Evidence on development ....... 26
2.3.3 Development and vulnerability ....... 28

2.3.4 Comparative Perspectives across Africa ....... 29
2.4 Summary of Literature Review ....... 31

CHAPTER THREE: RESEARCH METHODOLOGY ....... 33
3.1 Research Design ....... 33

3.2 Population of the Study ....... 33

3.3 Sample Size and Sampling Technique ....... 34

3.4 Sources of Data Collection ....... 35

3.5 Research Instrument ....... 36

3.6 Vdlidity and Reliability of the Instrument ....... 37
3.7 Method of Data Analysis ....... 38

3.7.1 Administration of the Instrument ....... 39



3.8 Ethical Considerations ....... 40

CHAPTER FOUR: SYSTEM ANALY SIS, DESIGN AND IMPLEMENTATION ....... 42
4.1 System Requirement Analysis ....... 42

4.2 System Design ....... 42

4.3 System Implementation ....... 43

4.4 System Testing ....... 44

4.5 Discussion of Findings ....... 45

CHAPTER FIVE: SUMMARY, CONCLUSION AND RECOMMENDATIONS ....... 49

Vii



LIST OF TABLES

Table 2.1: Summary of the Reviewed Existing Systems ....... 32

Table 2.2: Comparison of the Existing Process and the Proposed System .....

Table 3.1: Development Tools and TechnologiesUsed ....... 41
Table 3.2: System Modules and Their Functions ....... 41

Table 4.1: Summary of Functional Test Results ....... 47

Table 4.2: System Usability Scale (SUS) Results ....... 48

Table 4.3: Comparison of Manual and Automated Processes ....... 48
Table 4.4: Test of Hypothesis (Paired Sample t-test) ....... 48

viii



LIST OF FIGURES

Figure 4.1: Home Page of the System ....... 46
Figure 4.2: Dashboard Interface of the System ....... 47
Figure 4.3: Administration Module of the System ....... 47



CHAPTER ONE: INTRODUCTION
1.1 Background tothe Study

The study of development of a vulnerability scanning and risk assessment tool is situated within a body of
scholarship that has grown rapidly in the past two decades. This section of the chapter traces the background

to the study by examining the historical, theoretical, and practical dimensions of the subject.

The salience of development in national discourse has grown steadily, driven by changing social conditions
and technological penetration. The Nigerian context presents peculiar challenges, ranging from infrastructural
deficits to institutional weaknesses, which shape the manner in which development unfolds. Studies conducted
within the West African subregion by Adeniyi and Umeh (2018) reached conclusions broadly consistent with
the Nigerian evidence. These observations collectively invite a reconsideration of standard assumptions
regarding vulnerability. An examination by Dauda and Olawale (2019) attributed much of the observed
variation in outcomes to institutional capacity and policy continuity. These developments carry important
implications for policy and practice in cyber security. A recurring weakness in the literature concerns the

difficulty of isolating the precise influence of {kO} from confounding factors.

Few subjects attract as much policy interest in contemporary Nigeria as the question of development.
Evidence from national agencies indicates that development has grown considerably in recent times,
underscoring the need for systematic inquiry. Studies conducted within the West African subregion by Musa
and Salami (2018) reached conclusions broadly consistent with the Nigerian evidence. These observations
collectively invite a reconsideration of standard assumptions regarding vulnerability. Field evidence gathered
by Dauda and Eze (2016) suggested that stakeholder engagement materially improves the results achieved in
matters of development. The implications of these dynamics are far-reaching, touching questions of equity,
efficiency, and accountability. Despite these advances, notable gaps persist, particularly with respect to

context-specific evidence from Nigeria.

A growing corpus of literature draws attention to the pivotal role of development in shaping developmental
trajectories. Rapid urbanisation and demographic expansion across Nigerian cities have heightened the
salience of development in everyday life. Dauda and Eze (2020), in a survey of relevant stakeholders,
concluded that the benefits of development are unevenly distributed across groups. Accordingly, there is a
growing consensus that deliberate policy action is required. A notable study by Chukwu and Olawale (2017)
argued that the impact of development is substantially mediated by the quality of institutions. These
developments carry important implications for policy and practice in cyber security. The reviewed studies,

while valuable, are frequently dated, small in scale, or confined to asingle locality.

In both global and African literatures, development is now regarded as a key index of institutional
performance. Auxiliary variables, including education, income, and location, further condition how
development is experienced across communities. Comparative work by Famuyide and Obiora (2022) across

several states uncovered a consistent pattern linking development with vulnerability. Accordingly, there is a



